Abstract
Introduction
In times of digital transformation, the evaluation of emerging technologies and identification of their potential application areas is of major importance to all organizations. Moreover, to remain competitive and transform their businesses, companies have to improve the supporting processes of their core business and become more efficient or even need to transform entire business models.
One type of support systems for business processes are workflow management systems (WfMSs) that coordinate work within the stages of business processes [29] . WfMSs became a standard solution in business process management (BPM) more than 20 years ago [15, 32] . Nowadays, in our globalized world it is not a new case that "business organizations often form a virtual enterprise with others to achieve various business goals" [13, p. 2] . It is not only necessary to have WfMSs in place within an organization, but also to extend WfMSs even beyond a company's boundaries to form cross-organizational WfMSs [13, 34] . Hereby, such cross-organizational workflows usually consist of intra-and inter-organizational workflows [39] . The integration of various participants and different intra-organizational WfMSs make cross-organizational WfMSs very complex [39, 41] . However, cross-organizational WfMSs can provide various benefits to the process participants such as greater transparency, increased integration, faster communication, and higher throughput [31] . The aforementioned aspects and the fact that workflows can be "distributed over a number of organizations" [34, p. 1] particularly align very well with the distributed nature of Blockchain technology. However, the restriction of current crossorganizational WfMSs often is that companies cannot agree on a central provider. Blockchain as a decentralized solution may overcome this problem.
The discussion about Blockchain as well as the technology itself has undergone a rapid development. Blockchain was originally only regarded as the technology behind Bitcoin. In recent years, huge potential for further application areas, particularly in the financial services sector, became apparent [2] . Financial institutions as well as start-ups are especially concerned with use cases that address financial transactions, shares, stock options or generally speaking the "trading of property rights" [2, p. 2] . Within this application area, Blockchain technology is already granted to be a real alternative to existing infrastructure [9] . However, Blockchain might also change various other areas of our daily routine [24] and a multitude of use cases from other application areas is already addressed, e.g. for supply chains [14, 18, 19] , Internet of Things (IoT) security and privacy [6] , or in the energy sector [21] . In the field of BPM, numerous applications seem possible in the future [19] , for example "engineering applications in crossorganizational settings" [30, p. 1] . As Blockchain enables more efficient business collaboration, "it is crucial to develop approaches to identify existing collaboration processes" [19, p. 8] and thus improve collaboration using Blockchain technology. However, with Blockchain still being a fairly new technological concept, experiences with the development of Blockchain solutions are scarce.
In a joint effort with a German Bank, we aimed at developing a Blockchain prototype to improve a crossorganizational workflow. The use case we address is placed in the field of international trade finance, namely a documentary letter of credit. Here, the properties of Blockchain, such as a tamper-proof transaction history, a solution without a central authority and the possibility to integrate smart contracts to automatically check specific conditions and act accordingly, leave room for wide process and WfMS improvement. Hence, we pose the following research question:
RQ: Can Blockchain technology improve the cross-organizational workflow for a documentary letter of credit?
To answer the stated research question and develop the related Blockchain prototype, we follow the Design Science Research (DSR) approach [11, 12, 26] . We briefly explain the necessary foundations of cross-organizational WfMSs and Blockchain before we introduce our research approach. We use a documentary letter of credit as an example to develop and evaluate a Blockchain solution for the design of cross-organizational WfMSs. Based on the gained experience, we derive generalizable insights and give directions for future research in the field.
Foundations
In this section, we briefly describe the special characteristics of cross-organizational business processes and WfMSs as well as the foundations of Blockchain technology before bringing both concepts together. To not exceed the scope of this paper, we focus on relevant literature where necessary rather than providing an extensive overview.
Cross-organizational workflow management
Any workflow is case-based [35] , thus WfMSs are concerned with specific cases that incorporate casespecific properties [39] . Nowadays, the increasing level of international cooperation "leads to the necessity of implementing interoperable software systems […] of cross-organizational business processes" [42, p. 23] . Cross-organizational business processes are executed by different organizations whereas intra-organizational processes take place within one organization [42] . According to [27] , crossorganizational workflows comprise three main characteristics. First, autonomic vs. collaborative: Collaborative enterprises should cooperate with each other on a workflow level but keep independent economic entities. Second, distributed vs. interrelated: Geographically distributed organizations need to be connected by joint workflows to realize the collaboration. Third, stable vs. dynamic: Crossorganizational workflows are rather dynamic compared to stable intra-organizational workflows. [27] Furthermore, [34] defines situations facilitating the use of cross-organizational workflows, thus WfMSs:
(a) "Capacity sharing: tasks are executed by external resources under the control of one workflow manager, (b) Chained execution: the process is divided into subsequent phases and each business partner takes care of one phase, (c) Subcontracting: a sub-process is executed by another organization, (d) Case transfer: each partner uses the same workflow process and cases are transferred from one partner to another partner, (e) Loosely coupled: each partner takes care of a specified part of the workflow process" [34] . We will argue in Section 4 that our specific use case, a documentary letter of credit, aligns well with the characteristics of [27] and can be classified within the categories (b) and (e) of [34] .
Blockchain
Blockchain technology became known with the advent of the cryptocurrency Bitcoin [23] in 2009 and increasingly draws attention in both practice and research [9] . Blockchain is a decentralized data structure able to store transactions transparently, chronologically [28] , and tamper-proof [1] in a distributed network. This technology consists of a chronologically ordered chain of blocks. Each block contains information about valid network activities since the last addition of the previous [28] . The link between the blocks is achieved via cryptographic hashes that connect block by block and thus build the chain. This approach ensures that transactions cannot be modified after data has been approved by all nodes. The Blockchain encompasses some important advantages by design. The most important are:
 Decentralization [4, 28] : As a decentralized solution, it does not require any third-party organization 'in the middle' to build trust.  Data integrity and security: All data stored in the Blockchain is hard to revise or tamper with [7, 33] .  Transparency and auditability: The transactions conducted on the blockchain are transparent and allow for subsequent audits anytime [4] .  Automation: So called smart contracts are "selfexecuting scripts" [4, p. 2292] , that can be stored and executed on certain types of Blockchain [28] , e.g. on the Ethereum Blockchain. By using smart contracts, it is possible to incorporate exogenous effects or to check exogenous conditions. Checking the temperature of a trading good regularly and enforcing actions if it drops under a predefined level is one example how to use smart contracts. Besides, there are other design parameters for Blockchain solutions. The most important ones are the differentiation between public and private [1] and between permission-less and permissioned. In a public Blockchain, anyone can take part whereas in a private Blockchain only certain parties can take part in the Blockchain network. A permission-less Blockchain allows anyone to approve new blocks, i.e. for mining, whereas in a permissioned Blockchain, only certain parties can approve new blocks.
Even though Blockchain gained prominence in 2009, scientists and industry executives are still at the beginning to fully understand its potential, especially from the perspective of technical challenges and limitations of the technology [2] . For example, [33] summarizes seven of the technology's challenges and limitations: throughput, latency, size and bandwidth, security, wasted resources, usability, and versioning, hard forks and multiple chains.
Application of Blockchain technology
Research focuses in over 80% on the Bitcoin system and deals in less than 20% with other Blockchain applications [40] . However, there are numerous applications available that go far beyond its first instantiation [2] . For example, Blockchain technology can be applied as marketplaces for financial assets or fraud-resistant supply chain records [18] or it can create an environment for digital contracts and peer-to-peer data sharing in a cloud service [33] . From a researcher's point of view, scientific literature on Blockchain technology and business process management or workflow management is yet scarce. [20, p. 3] claim that "Blockchain technology has the potential to significantly change a wide spectrum of business processes" and [37] provide an idea on how Blockchain can maintain trust in a choreography of processes without a central authority [37] . The authors state that their approach can provide "an automatic and immutable transaction history", "direct implementation of the mediator process control logic" (using smart contracts), and "an audit trail for the complete collaborative business processes" [37, p. 2] . With these properties being desirable in many crossorganizational processes, we make use of them when describing the design of our prototype.
With Blockchain being a distributed system that is usually not operated by one particular party, it can be regarded as a sort of common infrastructure shared between all participants. This implies, that a crossorganizational WfMS based on Blockchain has one major advantage: cross-organizational workflows are enabled without the need for one particular authority. Hence, the use of a Blockchain-based system as an infrastructure between many organizations facilitates the automation and simplification of workflows that have not been taken into account for automation by single organizations before. On the downside, such a Blockchain-based solution may face challenges public goods are usually prone to, such as overuse, unclear responsibilities, or different opinions of users. Examples can already be observed in practice as the discussion on how to develop the Bitcoin Blockchain further is controversial [5] .
We will discuss how this applies for our use case in more detail after having introduced all relevant information on the design of our prototype.
Method
For the development of the Blockchain-based crossorganizational WfMS we follow the design science research approach [16, 17, 25, 36] . In general, DSR aims at solving identified organizational problems in a build-and-evaluate process, producing purposeful IT artifacts [12] . These design artifact is both "useful and fundamental in understanding that problem" [11] . DSR artifacts can be distinguished between constructs, models, methods, and instantiations, such as prototypes [16] . The building and application of an artifact should provide knowledge and understanding of the design problem as well as be generalizable and therefore applicable to similar settings [11] . To achieve this objective, we draw from experienced peculiarities whilst developing our solution and derive generalizable insights from the artifact evaluation. In particular, we address the organizational research problems by developing and evaluating an instantiation of a Blockchain-based crossorganizational WfMS. According to the widely accepted research approach by [26] , the DSR process consists of six steps: problem identification and motivation, definition of the objectives for a solution, design and development, demonstration, evaluation, and communication ( Figure 1 ).
Figure 1. Applied Design Science Research
Approach based on [18] Our research starts with the identification and description of a problem of practical relevance [12] . As one example for a cross-organizational workflow, we analyze the current state of a documentary letter of credit (Section 4). In step 2, we derive objectives that a solution has to fulfill to resolve the identified issues. Accordingly, we define objectives that a Blockchainbased WfMS prototype should achieve. In step 3, we use these objectives as starting point for the design and development stage and define the required design attributes and build an instantiation of our Blockchainbased cross-organizational WfMS. In the research process, the design science steps "Design and Development", "Demonstration" and "Evaluation" are applied in an iterative and partly overlapping manner [3] . In step 4, we repeatedly conduct an end-to-end execution and testing of core processes to ensure and verify the functionality of the prototype. In step 5, we link our prototype back to the determined evaluation criteria and conduct a comparison between the current non-Blockchain solution and our prototype. We evaluate using the areas of improvement and discuss to what extend the Blockchain solution can enhance the process. For that purpose, we conducted four semistructured interviews [22] with the main stakeholders of the bank involved. This approach allows us to gather feedback from experts on both, the application of Blockchain in the financial industry and on the process perspective of a letter of credit. As all participants were already familiar with the topic and the prototype, we gave a short introduction on our research before we discussed the areas of improvement (see Table 2 ) in detail. All experts were interviewed in May or June 2017, each interview lasting 30 to 45 minutes. We recorded the interviews and analyzed them afterwards, i.e. at least two researchers repeatedly scanned the interviews to identify the most important statements and interview outcome. 
Problem identification
By successfully implementing WfMSs, companies can substantially improve the performance of their processes [26] . Furthermore, connecting crossorganizational business processes can be beneficial to organizations in various ways [39] . An example of such a business process is a documentary letter of credit, which is a payment instrument between trade partners in import/export business. It is offered by banks to their customers, usually companies actively conducting international trade. A letter of credit secures payment when certain conditions, particularly specific documents submitted correctly, have been met. A detailed explanation of the entire process of a letter of credit can e.g. be found in [10] . We focus on the central workflow within this process, namely the processing of all relevant documents. This workflow is crucial for this type of payment instrument because payment obligations are bound to the documents only, not to the trading goods. We depict the process of the document workflow (DW) in Figure 2 . In general, the DW process involves four parties: an importer (applicant), an exporter (beneficiary) and two banks (advising bank and issuing bank). The procedure is supposed to avoid fraud and ensure payment. However, in its current version the DW is bulky and slow. The process runs as follows: The exporter sends the trading goods, e.g. by ship, to the importer (1) and submits all documents (2) to the advising bank (also called seller's bank). The advising bank then checks the documents (3) and forwards them to the issuing bank (also called buyer's bank), if they meet the predefined criteria (4). The issuing bank performs the tasks (6) and (7) analogously. In case both banks consider the documents to be submitted correctly, the issuing bank triggers the payment of the trading goods (8) . The importer can now pick up the trading goods (9), e.g. in the harbor. In its current version, the process works by sending (by courier service) and manually processing a pile of paper-based documents from one process participant to the other. Hereby, paper-based documents in multiple versions must literally be send around the world. This process usually needs several days to finish, sometimes even longer than the actual shipping. According to this process, our use case is subdivided in four sub steps (one for each process participant) and is conducted step-by-step. Thus, it fits perfectly in the aforementioned categories of [34] for crossorganizational workflows: (b) chained execution and (e) loosely coupled and aligns well with the characteristics of [27] . Further, insights from the development of a Blockchain solution for this use case can serve as the basis for other Blockchain-based workflows in the future. The current state of the DW includes various possibilities for improvement which we address by developing a Blockchain prototype for the document workflow (BDW). We summarize the nine main areas of improvement in Table 2 . We evaluate our prototype (BDW) as to whether the improvements could have been (partly) put into place by the use of Blockchain technology.
Table 2. Areas of improvement -status quo

Area of improvement ( )
Description of status quo (DW)
: Processing medium Paper-based: Almost all process steps are conducted paper-based. For security reasons, usually three or more originals of each document are used, i.e. are individually sent, signed and processed.
: Document processing
High manual effort: All document auditing processes of both banks are conducted manually. That implies the audit of multiple versions of the same document (multiple originals).
: Processing mode
Sequential: The entire process must be conducted step-by-step as the original, paper-based documents are needed for each step.
: Process tracking
No (overall) tracking system: The tracking of the DW is hardly possible or done by direct communication between the process participants.
: Process history
No overall process history: If at all, the process steps are recorded for each participant individually.
: Trust and identification
Opaque process participants: No overview on the people involved is present. For example, to get the trading goods in the harbor, the importer's representative must provide specific documents and proof of personal identification.
: Process time
Overall time of several days: Most of the time is needed for the sending process (days) but also the manual auditing process is time consuming.
: Process flexibility
Flexible under all circumstances: Because of a high percentage of customizable process steps the DW can process all contract conditions : Costs High costs: Due to long process time and high manual effort the overall costs are high
From the areas of improvement of the current DW ( ), we derive concrete design objectives ( ) for our prototype and summarize those in Table 3 . Overall, the BDW safes costs.
Development
Using the design objectives, we iteratively designed and developed the BDW and the prototype accordingly. We implemented the prototype using a private Ethereum Blockchain (ETH) [38] as it allows, as one major and current Blockchain technology, for the use of smart contracts. Hereby, we put ourselves mostly in the place of the issuing bank and simulate the other process participants, i.e. we did not include real world participants other than the issuing bank. We point out that this was not a question of feasibility but only of practicability for the prototype implementation. The prototype is designed, implemented and can be used by several participants. For the BDW, we outline the changes compared to the original process steps (1) - (9) in the following:
(1) We do not alter the sending of trading goods, but we assume that all documents are available in digital form or can be digitized before step (2) and implement the prototype accordingly ( 1 ). For example, we assume the so-called bill of lading and corresponding documents to be signed digitally using mobile devices. (2) The exporter forwards all necessary documents in digital form to the advising bank. To assure for auditability, all information in each document is stored permanently and tamper-proof into the Blockchain. Therewith, the sending of multiple copies of a document can be avoided ( 1 ). Further, by providing the documents in digital form concurrent document checking ( 3 ) by both banks is made feasible. (3) We divide the checking process in two parts. On the one hand, we implement all conditions that can be checked automatically using smart contracts ( 2 ). For example, it may be specified that the sending of the trading goods must be accomplished before a certain date, say June 15 th 2017, 11:59pm HST. Thus, a smart contract checks if all documents have been signed before this date. Depending on the document format, the same logic is applied for other conditions as well. We depict such conditions exemplarily in Figure  3 . On the other hand, there are conditions that cannot be implemented for automated checking as they need human expertise and experience, e.g. tariff restrictions. Such conditions must be checked by bank employees manually. (4) The advising bank digitally forwards all documents to the issuing bank if the documents are considered correct. (5) Else, the exporter has to resubmit the documents. (6) Same as step (3) for issuing bank (7) In case all conditions have been met, the documents are forwarded to the importer and (8) the payment is triggered automatically by a notification message from a smart contract.
(9) The importer receives the documents in digital form and can pick up the trading goods using a digital signature. For the entire process, each action concerning the process status is stored in the Blockchain, i.e. each process participant signs and with that also approves the process progress using his private key ( 6 ). This allows for a real-time process status accessible for all participants ( 4 ) and for a complete process history ( 5 ). We will further address the design objectives ( 7 ) -( 9 ) in the discussion section. 
Evaluation and discussion
We summarize the evaluation of the BDW briefly for each area of improvement (AI) in Table 4 . For each AI, we state a status: considerably improved (CI), partly improved (PI), unaltered (UA) or impaired (IMP) for reasons of clarity and comprehensibility. To evaluate the areas of improvement, we conducted four semi-structured interviews listed in Table 1 . All interviewees emphasized that Blockchain technology can play an important role for the financial services industry if standardization and applicability is developed further. Concerning the BDW, they all see a considerable improvement compared to the status quo. All interviewees value the improved efficiency of the BDW due to decreased process time and emphasize the advantages and possibilities in terms of auditability of a Blockchain solution. A tamper-proof, clear and easily accessible process history can be a major advantage regarding compliance and audit. It is common sense that the greatest obstacles are questions of process and document standardization.
In addition to the stated areas of improvement, we summarize the main statements of all interviewees. Interviewee #1 pointed out that, though some features of the BDW could have been achieved using other (established) technologies, the major advantage lies in the decentralized nature and the trust achieved by a Blockchain solution. For a letter of credit as well as in general, it seems much more likely to accomplish cross-organizational WfMSs without having a central authority of trust. Interviewee #2 especially values the automation of process steps, thus, sees potential for standardized processes and brings up the idea of combining the concept of smart contracts and artificial intelligence. Further, interviewee #2 points out that a Blockchain solution could be a real alternative to existing WfMSs, though both concepts may face similar challenges. Both, interviewee #3 and #4 emphasize the importance of document standardization. As it can be the case that documents are needed from different sources (e.g. certificates from different certifying organizations), a standardization of these documents, ideally in digital form, is necessary. Interviewee #3 explains that the BDW will only turn into a positive business case if many organizations worldwide participate. To be successful, a development of such an international WfMS could be pushed by major banks that are actively conducting international trade finance. Besides, interviewee #3 sees the potential to transfer the concept of BDW to workflows like complaint processing or procurement processes. Further, Interviewee #4 underlines that ease of use is important for acceptance of such a system. Overall, the status quo of the process (DW) could be substantially improved. The improvements directly relate to two aspects of our prototype: process digitization and the properties of Blockchain. Unsurprisingly, some improvements could have been also achieved using other than Blockchain technology. However, the combination of decentralization and a tamper-proof process history that facilitates auditability are a major advantage of a Blockchain solution. First, decentralization can be a major advantage as it overcomes the question of trust provision within the system. This infrastructural property may even enable and enforce increased standardization. It is oftentimes argued that Blockchain technology can make intermediaries dispensable [8] . For the DW the two banks act as intermediaries in the processing of documents. But more importantly, the banks bear the credit risk. We leave the question how this topic could be addressed by Blockchain solutions for further research. Second, auditability is crucial for a documentary letter of credit. An exact history of the document process is necessary in case the trading goods turn out to be different from the description in the documents. We underline the importance of standardization regarding the process and the respective documents.
On the downside, using a cross-organizational WfMS may impair process flexibility. However, this is not a distinct property of a Blockchain solution but of any IT system used in such a context (interviewee #2). Further, the automation of certain tasks using smart contracts is dependent on digital input and standardized forms which impairs applicability as long as overall standards are missing. Also, there are open questions regarding regulatory requirements that must be addressed.
Conclusion and outlook
We demonstrated how the status quo of a documentary letter of credit can be improved using Blockchain technology, implemented an according prototype, and evaluated the areas of improvement by comparing the status quo (DW) with the new process (BDW). We regard the insights transferable to other workflows, thus, our prototype provides an example how to design and implement a Blockchain solution in the field of BPM. In particular, we demonstrated that Blockchain technology can be an alternative solution for cross-organizational WfMSs. When standardization improves, many application areas for Blockchain in the field of BPM seem realistic, e.g. internal auditing processes, complaint processing, or diverse procurement processes. Particularly, a tamperproof transaction history can be a major improvement for many workflows across organizational boundaries.
Generally speaking, Blockchain has the potential to serve as an infrastructure for cross-organizational workflow management. Blockchain can fill empty space as a solution that does not require a central authority. In other words, WfMSs may be introduced between many organizations that have so far not been possible due to huge differences between them, high costs or previously unknown opportunities. For similar reasons, Blockchain solutions could also replace existing platforms. For our use case, we implemented a private Blockchain as a first step of research. However, in a productive system many parties are supposed to participate in the BDW. Thus, the question arises if a private Blockchain is still advised and who would maintain the system as well as access and rights management. Any provider of a Blockchain solution is somewhat counterintuitive to the basic property of Blockchain being a decentralized system without intermediaries. A public solution should be considered in future research, though a BDW solution should be permissioned, as the confirmation of process steps should only be possible for certain parties.
Our research is not without limitations. In certain areas, our Blockchain solution (BDW) faces the same challenges many IT systems are prone to. The entire document input is assumed to be in digital form. That is certainly possible, yet a challenge in real world scenarios, e.g. due to regulatory requirements (signature), missing technological possibilities (e.g. in developing countries) or missing standardization. The question how the digitization of required documents can be achieved, how the information of the documents is extracted, or to what extent standardized digital documents can be used, must be examined in more detail. However, standardization in terms of Blockchain technology itself as well as for the documents for a documentary letter of credit has not reached a level that enables productive utilization of a BDW. Yet, the prevalence of a new technological possibility to improve existing workflows may facilitate increased standardization. Our prototype does not address all aspects necessary for a productive system in full detail. For instance, how the exchange of keys between process participants can be conducted still needs to be addressed. Although we implemented the entire workflow for a letter of credit, we have so far only tested it in collaboration with one process participant (issuing bank) and simulated the other process participants. The next step of research should include other participants in real world testing.
Future research opportunities arise in various ways. Of course, Blockchain applications in the field of BPM need further testing, particularly in real world applications. A classification scheme or taxonomy for Blockchain use cases in BPM or cross-organizational workflows in particular could be a starting point for further research in the field. As intermediaries in Blockchain ecosystems can potentially be replaced [8] , the further development of this use case (a documentary letter of credit) without intermediaries is a logical next step for further research. Specifically, the question who would develop and maintain Blockchain systems in cross-organizational settings must be addressed. Also, distinct risk, benefit, or cost considerations of Blockchain solutions do not yet exist and leave room for practically relevant research.
